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1 Introduction and Background

Application security assessment was performed on Altoro Mutual Online Banking Application. The assessment period
was from 6 Apr'26 to 13 Apr'26.

The Altoro Mutual application is a publicly accessible demo online banking platform used for security testing and
training purposes. The application simulates real-world banking functionalities such as account management, fund
transfers, user authentication, and customer interactions. The system processes user-related information such as
account details, transaction data, login credentials, and feedback information.

2  Objective

e Verify the implementation of security controls within the application in alignment with OWASP Top 10 (2025)
and industry best practices.

e |dentify, prioritize, and document security vulnerabilities discovered during testing.

e Provide recommendations for remediation to improve the overall security posture of the application.

3  Approach

e Performed application reconnaissance and mapped available endpoints and functionalities.
e Conducted Dynamic Application Security Testing (DAST) on Altoro Mutual hosted at https://altoro.testfire.net.
e Utilized Burp Suite Community Edition for intercepting, modifying, and analyzing HTTP requests and responses.
e Performed manual vulnerability testing aligned with OWASP Top 10 (2025) categories.
e Tested for vulnerabilities such as Injection (XSS), Broken Access Control, CSRF, Security Misconfiguration,
Business Logic Flaws, and Session Management issues.
e Analyzed findings based on severity and potential impact.
e Documented vulnerabilities along with proof of concept and remediation recommendations.
Constraints:
e Testing was limited to Burp Suite Community Edition capabilities.
¢ No automated authenticated scanning tools (e.g., Burp Pro, Weblnspect) were used.
e Testing was performed only on the publicly accessible demo environment.
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4  Executive Report

Executive summary of vulnerabilities identified during Dynamic Application Assessment of ALTRO MUTUAL

Findings by Vulnerability Severity
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List of Vulnerabilities

The full list of findings can be found in the Technical Testing Results section below.

Sl eGRC Finding Severity # instances | Finding | Target date for
No. | Finding ID identified status remediation

1 Broken Access Control High Web App

2 Injection Critical Web App

3 Cryptographic Failure High Web App

4 Authentication Failures High Web App

5 Insecure Design High Web App

6 Injection High Web App

7 Injection High Web App

8 Security Misconfiguration Medium Web App

9 Software Supply Chain Failures Medium Web App

10 Security Logging and Monitoring Medium Web App

Failures
3
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11 Security Misconfiguration Medium Web App
12 Authentication Failures Medium Web App
13 Security Misconfiguration Medium Web App
14 Broken Access Control Low Web App
15 Security Misconfiguration Low Web App
16 Broken Access Control Low Web App

Highly Confidential
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5  Technical Testing Results

1. Broken Access Control Allowing Unauthorized Account Data Access

Category Broken Access Control

Description The application exposes a direct object reference via the parameter:

/bank/showAccount?listAccounts=8600001

By modifying the value to:
ListAccounts=800002

we were able to access another user's account data without authorization checks.

Impact e Unauthorized access to other users’ financial data
e Exposure of sensitive information (balances, transactions)
e Potential for fraud or account manipulation
e Loss of confidentiality and integrity
e Regulatory/legal consequences (especially for financial systems)

In real-world scenarios, this could lead to:
e Account takeover chaining
e Data exfiltration at scale (enumerating account IDs)

Enforce Server-Side Authorization

Use Indirect References

Implement Access Control Checks Everywhere
Add Monitoring & Rate Limiting

Security Testing

Recommendation

vk wn =

Finding Id

Target Date

Affected URLs

Highly Confidential
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Evidences
Intercept . HTTP history WebSockets history Match and replace @ Proxy settings
TR o -
Time Type Direction Method URL
[ 10:19:16 8 Apr.  HTTP < Reg GET https//aitoro testfire net/bank/showAccount?listAccountl=800001
The Request from client was “listAccount=800001"
Request
The Request was intercepted through Burp as “listAccount=800002"
Pretty Raw Hex
1 GET /bank/showAccount?listAccountp=800002HTTP/1. 1
2 Host: altoro.testfire.net
2 Cookie: JSESSIONID=SEDESZDAZ2EL1004CE01144BCETOF4DBE3; AltoroAccounts=0DAwMDAwfklvenBvemF0ZX 46MS 4wl
4 Usexr-Agent: Mosmilla/5.0 (Windows NT 10.0; Winf4, x€4; xv:149.0) Gecko/Z0100101 Firefox/149.0
S Accept: text/html,application/xhtml+xml,application/xml ; q=0.9,*%/ *;q=0.8
€ Accept-Language: en-US,en;q=0.9
7 Accept-Encoding: gsip, deflate, bx
Referexr: https://altoro.testfire.net/bank/showAccount?listAccounts=800000
S Upgrade-Insecure-Requests: 1
10 Sec-Fetch-Dest: document
11 Sec-Fetch-Mode: navigate
& C @ altoro.testfire.net/bank/showAccount?listAccounts=800001
Sign Off | Ca
~—— )
]
& MY ACCOUNT ‘ PERSONAL ‘ SMALL BUSINESS
I WANT TO ... -
N — Account History - 800002
« View Recent Transactions - s . .
« Transfer Funds Balance Detail RESpPonse will be SNOWIT DY
* S h N. Articl H
— 800000 Corporate v | browser which shows account
* Customize Site Language g .
Select Account | h|Storv of 800002
ADMINISTRATION Ending balance as of 4/7/26 -
« Edit Users 11:49 PM $122222222222222220000000000000000000000000000000000000000000.00
Available balance N
$122222222222222220000000000000000000000000000000000000000000.00
Management djaGDJG;jfak]
response
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2. 5QL Injection in Login Endpoint Allowing Authentication Bypass

Risk Rating
Category Injection
Description The application is vulnerable to SQL Injection in the login functionality (/doLogin
endpoint). By injecting SQL payload into the username field:
'or 1=1--
The backend query logic is altered, causing the authentication check to always evaluate as
true. This allows login without valid credentials.
This occurs because:
e User input is directly embedded into SQL queries
¢ No input validation or parameterization is enforced
Impact e Authentication bypass (login without credentials)

Full account takeover

Unauthorized access to sensitive financial data

Potential database compromise (depending on exploitation level)
Data extraction, modification, or deletion

In real-world scenarios, this can escalate to:

Dumping entire user databases
Privilege escalation (e.g., admin access)

Recommendation 1. Use Parameterized Queries (Prepared Statements)
2. Input Validation & Sanitization
3. Use ORM / Safe Database Libraries
4. Least Privilege Principle
5. Implement Web Application Firewall (WAF)
6. Error Handling
Finding Id
Target Date
Affected URLs
Evidences
(= C @ altoro testfire.net/login jsp
AltoroMutual »
T —
= ONLINE BANKING LOGIN PERSONAL | SMALL BUSINESS
bt Online Banking Login
» Checking
¢ Lomn Praducs N Injected SQL command in
o I P username and some random
» Other Services Passwalid: ‘»m—‘ .
S string as password.
SMALL BUSINESS | Login |
» Deposit Products
+ Lending Services
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Request

Pretty Raw

Hex

1 POST /doLogin HTTP/1l.1

2 Hest
Cookie

altoxo.testfize.net
JSESSIONID=38707CSEEAFS4C0EZDDELT40AS4504S;

Altoxolc

" 0D AwdD AwEklvenBvemP0 ZX 46MS 4wRTE WDl walMD AwtD I+ 0 2h1 Y2t phmd+M 3 4w
MrwdMD AstDU+ Q 2h1 Y2t phmd+MS 4wRTMy £D guliD Awlin STYX Zpbmds £ JUZMT AsL
XJk £ IyMT IyL jk2£A=="

4 Usex-Agent
5 Accept

Content-Type

Mosilla/5.0 (Windows NT 10.0; Winf4; x€4;

zv: 14S.

S text/html , appl ication/xhtml+xml ,application/xml ;q=0.8
€ Accept-Language
7 Accept-Encoding: gsip,

en-US,en, q=0.9

deflate, bx

applicavion/x-www-form-urlencoded

¢ Content-Length: 4¢€

10 Ozxigin: https
11 Refexex

7/
/1

altoro.testfize.net

https://altoxo.testfixe.net/login.jsp

12 Upgrade-Insecure-Requests: 1

1 Sec-Fetch-Dest
Sec-Tetch-Mode
15 Sec-Tetch-3Site
1€ Sec-Fetch-Usex
17 Priexity: wu=0,

1 Te: trailexs

document
navigate
same-oxrigin
721

i

15 Comnection: keep-alive

wid=827+ox+ 183D 1-~spassw=hkhksebtnSubmit=Login

AltoroMutual »

Sign Off | Contact Us | Feedback | Search

151 770

& MY ACCOUNT

| PERSONAL SMALL INSIDE ALTORO MUTUAL

TWANTTO ...
« View Account Summary
« View Recent Transactions
o Transfer Funds
* Search News Articles
« Customize Site Lanquage

Hello Admin User

Welcome to Altoro Mutual Online.

Successfully logged in as
800000 CogBdmin. [0

View Account Details:

ADMINISTRATION :
 Eit Users Congratulations!
You have been pre-approved for an Altoro Gold Visa with a credit limit of $10000!
Click Here to apply.
Privacy Policy | Security Statement | Server Status Check | RESTAPI | © 2026 Altoro Mutual, Inc. This web application is open sourcel Get your copy from Gittub and take advantage of advanced features

The Altoro) website is published by HCL Technologies, Ltd. for the sole purpose of demonstrating the effectiveness of HCL products in detecting web application vulnerabilities and website defects. This site is not a real banking site. Similarities,
i if any, to third party products and/or websites are purely coincidental. This site is provided "as is" without warranty of any kind, either express or implied. HCL does not assume any risk in relation to your use of this website. For more
i information, please go to https://www.hcl-software.com/appscan/.

Copyright © 2008, 2017, I8M Corporation, All rights reserved. Copyright © 2017, 2026, HCL Technologies, Ltd., Al rights reserved.

Management
response

djaGDJGjfakj

3. Plaintext Transmission of Password in Authentication Request

Risk Rating

Category

Cryptographic Failures (Sensitive Data Exposure)

Description

The application transmits user credentials (password) in plaintext within the HTTP request.

From the captured request (via proxy), the password parameter is visible directly:

password=admin

This indicates that:

e The password is not encrypted or protected at the application layer
e Sensitive data is exposed in transit and potentially in logs/intermediary systems.

Highly Confidential
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If transmitted over an insecure channel (HTTP), this becomes trivial to intercept. Even over
HTTPS, improper handling (e.g., logging plaintext passwords) still poses a serious risk.

Impact

Exposure of user credentials to attackers

Account takeover

Credential reuse attacks on other platforms

Sensitive data leakage via logs, proxies, or monitoring tools
Compliance violations (e.g., GDPR, PCI-DSS)

In real-world scenarios, this can escalate to:

Dumping entire user databases
Privilege escalation (e.g., admin access)

Recommendation

SOk wn =

Use Parameterized Queries (Prepared Statements)
Input Validation & Sanitization

Use ORM / Safe Database Libraries

Least Privilege Principle

Implement Web Application Firewall (WAF)

Error Handling

Finding Id

Target Date

Affected URLs

Evidences

Request

Pretty

Raw Hex = \n =

I—
POST /deLegin HTTP/1l.1

Host: altoro.testfire net

Cookie: JSESSIONID=ACCSDOSATECCOESBDLIEAESSTISECAEDT,; AltoroAccounts=

" 0D AwlD AwfkMvenBwemPOZX 46M3 4wRT g4 £D gualD Al SDabUjaZluZ 3 QucMsbx 0T I2L jk LD gulD Awbin STYX Zpbmds £ i0xLJBT
MsA2£D gulD Awl2 5D aGVjalluZ 2 4xLJB Ms A2£D gwlD AwlTHSTYX Zpbmds £ i 0 SMD { sMs (uliiwdMD AwtDU+  Zhl Y2 cphmdH Qull
HwalD AwDZ+TZFZaWSnc 3460345 0Tk OMD g SO 2£D grlD Awll2 5D a6V aZ1 1 2 4xNT AuMHwONTM SMD gy MDM SMsk ZMj g3 £k Ty ZW
RpdCEDYX Jk £ IaMjQyND Q33 0y WD QOND gs ODRFMThEND Q 40Tk AMsM1W ) T0M ) IxM 3 5D ek aX § g Q2 Py ZHxMD AwlIC 25 2w=""
User-Agent: Momill a/5.0 (Windows NT 10.0; Winf4; x€4; xrv:149.0) Gecko/20100101 Firefox/149.0
Accept: text/html,appl ication/xhtml+xml ,application/xml ;q=0.9,* *,q=0.8

Accept-Language: en-US,en;q=0.8

Accept-Encoding: gsip, deflate, bz

Content-Type: application/x-www-form-urlencoded

Content-Length: 27

Origin: https://altero.testfire.net

Referer: https://altoro testfire net/login.gsp

Upgrade-Insecure-Requests: 1

Sec-Fetch-Dest: document

dec-Fetch-Mode: navigate

Sec-Fetch-Site: same-origin

dec-Fetch-Usex: 71

Priozity: w=0, i

Te:

trailers

Connection: keep-al ive

Password is not encrypted and sent plain

nid=adminépassw=admindbtndubmit=Login I teXt through the POST requeSt

Management
response

djaGDJGjfakj

Highly Confidential


https://np-atci-uat.np.accenture.com/DIAGEO_KBL_V8_PHASE2/Default.aspx

APP PS Altro Mutual Dynamic Assessment Report

4. Unrestricted Login Attempts (Brute Force Vulnerability)

Risk Rating
Category Authentication Failures
Description The application does not implement any rate limiting or account lockout mechanism on
the login functionality. An attacker can perform unlimited login attempts using
automated tools such as Burp Suite Intruder.
This allows attackers to brute-force user credentials and gain unauthorized access.
Impact e Account compromise
e Unauthorized access to sensitive user data
e Potential financial fraud (banking app context)
e Credential stuffing attacks possible
Recommendation 1. Implement account lockout after 5 failed attempts
2. Add CAPTCHA after repeated failures
3. Enforce rate limiting (e.g., max 5 requests/minute)
4. Implement multi-factor authentication (MFA)
5. Monitor and alert on suspicious login activity
Finding Id
Target Date
Affected URLs
Resuits Positions

Evidences

Y Capture fitter: Capturing all tems

Y View fiter: Showing all items

Request A Payload Status code Response received Error o
76 ove 302 242
7 abcd1234 302 242
78 hadow 302 245
79 footballl 302 246
& ovel23 02 7
& superman 302 237
82 jordan23 302 249
83 302 252
84 302 246
85 302 245
86 302 243
87 302 243
88 302 244
& 302 247
%0 302 251
a1 302 237
22 302 244
o3 302 241
o4 30 239
95 302 241
96 30 241
- o 302 . L2
o8 88888588 Burp Intruder attack exeeuted with multiple payloads
i i All responses returned. -
- —— HTTP 302 (redirect) >

No blocking or delay observed, No CAPTCHA or
account lockout triggered after repeated attempts

Highly Confidential
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Pasitons Add § Clear § Auto§

aList of payloads

@ € > | saxn ] hghight 1 paylasd posion  Langth: 717

cxmefnrn \caient marsraesin tncks s sach sumdaad hofoss

Management
response

djaGDJGjfak]

5. Business Logic Flaw in Fund Transfer (Unauthorized Parameter Manipulation & Duplicate Transaction)

Risk Rating -

Category Insecure Design

Description The fund transfer functionality does not properly validate user input or enforce
business rules. By intercepting and modifying the request, an attacker can change
critical parameters such as fromAccount, toAccount, and transferAmount. Additionally,
the same transaction request can be replayed multiple times, resulting in duplicate
processing of the transfer.
This indicates a lack of server-side validation and absence of controls to prevent
transaction replay or duplicate submissions.

Impact e Unauthorized transfer of funds between accounts

e Manipulation of transaction amounts
¢ Duplicate transactions leading to financial loss
¢ Compromise of data integrity and trust in the system

Recommendation

1. Implement strict server-side validation for all transaction parameters

2. Ensure users can only transfer funds from accounts they own

3. Add transaction integrity controls (e.g., unique transaction IDs, anti-replay
tokens)

4. Prevent duplicate submissions using mechanisms like one-time tokens or
request validation

5. Enforce proper business rules (e.g., valid account pairing, positive amount
checks)

Finding Id

Target Date

Affected URLs

Highly Confidential
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Sign Off | Contact Us | Feedback | Sea

‘ SMALL BUSINESS | INSIDE ALTO

Transfer Funds

From Account: 800000 Corporate v
To Account: 800001 Check'lng 2

Amount to Transfer: | 100 |

Transfer Money

VA Alearn Mitianl Taes

TR e o

Time Type Direction Method URL
[ 11:1744 10 Ap_ HTTP 2 Request POST https.//ahoro.testfire.net/bank/doTransfer

Request

Pretty Raw Hex
——

POST /bank/doTransfex HTTP/ 1.1

2 Heost: altoro.testfire.net
2 Cookie: J3SESSIONID=4ZBOEDIZO0ZES2BDCE4ZGETE0GZECAECT,; AltoroAccounts=

"0D AwdD AwfklvenBvemP0ZX 4cM3 4wTEx 0T gONTY20D I20T JEMHRE 0D AwlID Asc £k Mo 2WlTz aWSnf JEuMDExMIEZD/
4 User-Agent: Meosilla/5.0 (Windows NT 10.0; WinE4; x€4; zw:149.0) Gecko/Z0100101 Fixefo:
5 Accept: text/html,application/xhtml+xml ,application/xml ;q=0.%,% *,q=0.8

Accept-Language: en-US,en;q=0.9

Accept-Encoding: gsip, deflate, bx

Content-Type: application/x-www-form-urlencoded
Content-Length: 78

10 Oxigin: https://altoro.testfire. net

Referexr: https://altoro.testfire.net/bank/transfex.jsp

m -3

=]

12 Upgrade-Insecure-Requests: 1
12 Sec-Fetch-Dest: document

14 Sec-Fetch-Mode: navigate

15 Bec-Fetch-3ite: same-oxigin
1€ Bec-Fetch-Usex: 71

Prioxrity: w=0, i
Te: tzrailecs
Connection: keep-alive

By B b e
o WD o

=

fromAccount=000000&toAccount=000005&transferAmount=100000&tzansfer=Transfex+Money

PERSONAL SMALL BUSINESS INSIDE ALTORO M

Transfer Funds

From Account: ‘ 800000 Corporate v |
To Account: l 800000 Corporate v |

Amount to Transfer: ‘ |

[ Transfer Money;\

100000.0 was successfully transferred from Account 800000 into Account 800005 at 4/10/26 12:51 AM.

Highly Confidential
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Management djaGDJGjfakj
response

6. Reflected Cross-Site Scripting (XSS)

Risk Rating
Category Injection
Description The application is vulnerable to Reflected Cross-Site Scripting (XSS) due to improper
validation and sanitization of user-supplied input. Malicious scripts injected into input
fields are reflected in the response and executed in the user’s browser.
For example, injecting:
<script>alert(1)</script>
in the query parameter successfully executes JavaScript, confirming the presence of
XSS.
Impact e Execution of arbitrary JavaScript in victim's browser
e Session hijacking via cookie theft
e Phishing attacks and user redirection
e Defacement of web pages
e Unauthorized actions performed on behalf of users
Recommendation 1. Implement proper input validation and output encoding
2. Use context-aware encoding (HTML, JavaScript, URL)
3. Apply Content Security Policy (CSP) headers
4. Sanitize all user inputs on both client and server side
5. Use secure frameworks/libraries that automatically escape output
Findling Id
Target Date
Affected URLs
Evidences Sign Off | Contact Us | Feedback | Search \ <script>alert(1)</script> \ g—‘
: ,
©)| LR
R
‘ INSIDE ALTORO MUTUAL
Feedback

Our Frequently Asked Questions area will help you with many of your inquiries.
If you can't find your question, return to this page and use the e-mail form below.

IMPORTANT! This feedback facility is not secure. Please do not send any
account information in a message sent from here.

To: Online Banking

Your Name: ‘Admin User ‘

Your Email Address: ‘ <script>alert(1)</script> ‘

Subject: ‘ asdasd ‘
Question/Comment: sadsadf sd sd s

13
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r -

@ altoro.testfire.net

1

Management djaGDJGjfakj
response

7. Reflected Cross-Site Scripting (XSS) via HTML Injection in content Parameter

Risk Rating
Category Injection
Description The application is vulnerable to Reflected Cross-Site Scripting (XSS) through the
content parameter in /index.jsp. User-supplied input is reflected in the HTTP response
without proper sanitization or encoding, allowing HTML content to be injected and
rendered in the browser.
It was observed that crafted input containing HTML tags was successfully rendered as a
clickable link in the response, confirming improper handling of user input.
Impact e Attackers can inject malicious HTML content into web pages
e Enables phishing attacks by embedding deceptive links
e Can manipulate the user interface and mislead users
e May be escalated to full XSS (JavaScript execution)
Recommendation 1. Implement proper input validation and sanitization
2. Apply context-aware output encoding (HTML encoding)
3. Use security controls such as Content Security Policy (CSP)
4. Avoid directly reflecting user input in responses without filtering
Finding Id
Target Date

Affected URLs

Evidences @ altoro.testfire.net/index jsp?content=""> <A+HREF%3D"%2FW F_XSRF252.htm|">Injected+Link<%2FA> HT TP/1.1

Sign Off | Contact Us | |

i

PERSONAL SMALL BUSINESS

Failed due to The requested resource (/static/"'>Injected Link HT TP/1.1) is not available

14
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Management
response

djaGDJGjfakj

8. Sensitive Information Disclosure via Verbose Error Message in content Parameter

Risk Rating Medium
Category Security Misconfiguration
Description The application exposes internal implementation details when invalid input is supplied
to the content parameter:
/index.jsp?content=../WEB-INF/web.xml
Instead of returning a generic error, the application discloses:
e Internal Java class names
e Servlet mappings
e Application structure
e Framework details (e.g., GlassFish, IBM AppScan components)
This indicates improper error handling and lack of secure configuration.
Impact This vulnerability allows attackers to:
e Map internal application architecture
e Identify hidden endpoints such as:
o /admin/addUser
o /admin/changePassword
o /doTransfer
e Discover backend technologies and frameworks
o Perform targeted attacks (IDOR, SQLi, auth bypass, etc.)
This significantly reduces attack complexity and helps chain further exploits.
Recommendation 1. Disable Verbose Error Messages
2. Implement Custom Error Pages
3. Remove Sensitive Data from Responses
4. Input Validation
5. Restrict Access to Internal Resources
Finding Id
Target Date

Affected URLs

Highly Confidential
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evidences ERo - -
Request
Intercepting request with ../WEB-INF/web.xml which
Pty  Raw  Hex contains important information of the website. R \n
- | I GET /index.jsp?content=._ /WEB- INF/web.xml HTTP/ .I..J.I
2 Noest . altoxro.TestIiie _net
2 Cookie: JSESSIONID=ACCEEBO4795D36B442S744D31ZAIFTCY
4 Usex-Agent: Moszilla/5.0 (Windows NT 10.0; Winf4; x€4; xv:149.0) Gecko/Z20100101 Firefox/145.0
S Accept: text/html,application/xhtml+xml,application/xml ;q=0.9,%/*,q=0.8
€ Accept-Language: en-US,en;q=0.9
7 Accept-Encoding: gsip, deflate, bz
Upgrade-Insecure-Requests: 1
& Sec-Fetch-Dest: document
10 Sec-Fetch-Mode: navigate
11 Sec-Fetch-Site: none
12 Sec-Fetch-Usex: 71
12 Priexity: w=0, i
14 Te: trailexs
15 Conneckion;, keepralive
Raw Hex Render
Altoro Mutual 404 /notfound.jsp
PERSONAL com.ibm.security.appscan.altoromutual.listener.Startuplistener
= Deposit AuthFilter AuthFilter
Product com.ibm.security.appscan.altoromutual.filter.AuthFilter AdminFilter
* Checking AdminFilter com.ibm.security.appscan.altoromutual.filter.AdminFilter
+ Lloan AuthFilter /bank/* FORWARD INCLUDE REQUEST ERROR AuthFilter
Products /admin/* FORWARD INCLUDE REQUEST ERROR AdminFilter /adimn/*
+ Cards FORWARD INCLUDE REQUEST ERROR AuthFilter /account.jsp
 Inv nts FORWARD INCLUDE REQUEST ERROR AltoroAPI
& Insurance org.glassfish.jersey.servlet.ServletContainer javax.ws.rs.Application
« Other com.ibm.security.appscan.altoromutual.api.AltoroAPI 1 RedirectServiet
Services RedirectServiet
SMALL INESS com.ibm.security.appscan.altoromutual.serviet.RedirectServiet
s Deoosi LoginServlet LoginServiet
P_roducs com.ibm.security.appscan.altoromutual.serviet.LoginServiet
« ianding AccountViewServlet AccountViewServiet
S com.ibm.security.appscan.altoromutual.serviet.AccountViewServlet
I S TransferServlet TransferServiet
« Insurance com.ibm.security.appscan.altoromutual.serviet.TransferServiet
A CCApplyServiet CCApplyServlet
« Other com.ibm.security.appscan.altoromutual.serviet.CCApplyServiet
Sargiias SubscribeServlet SubscribeServiet
com.ibm.security.appscan.altoromutual.serviet.SubscribeServlet
INSIDE ALTORO FeedbackServlet FeadbackServiet
Management djaGDJGjfakj
response

9. Use of Outdated Apache Tomcat (Apache-Coyote/1.1) with Known CVE Vulnerabilities

Risk Rating

Medium

Category

Software Supply Chain Failures

Description

The application discloses the use of Apache-Coyote/1.1, which is the HTTP connector
used by Apache Tomcat.

This indicates that the backend server is running a version of Apache Tomcat that may
be outdated or unpatched, potentially exposing the application to publicly known
vulnerabilities (CVEs).

Server identification is typically observed in HTTP response headers such as:

Highly Confidential
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Server: Apache-Coyote/1.1

Outdated versions of Apache Tomcat are associated with multiple critical vulnerabilities,
including but not limited to:

e Remote Code Execution (RCE)

¢ Information Disclosure

e Authentication bypass

e Denial of Service (DoS)

The application exposes numerous internal and administrative endpoints that are
accessible or discoverable by unauthenticated or low-privileged users.

Impact e Remote Code Execution (RCE)
e Sensitive file disclosure
e Server compromise
e Unauthorized access to internal resources
e Full takeover of application server

Recommendation 1. Upgrade Server

2. Remove Version Disclosure
3. Disable Unused Services
4

Regular Vulnerability Management

Finding Id

Target Date

Affected URLs

Evidences CVE-2005-2090

Jakarta Tomcat 5.0.19 (Coyote/1.1) and Tomcat 4.1.24 (Coyote/1.0) allows remote
attackers to poison the web cache, bypass web application firewall protection, and
conduct XSS attacks via an HTTP request with both a "Transfer-Encoding: chunked"
header and a Content-Length header, which causes Tomcat to incorrectly handle and
forward the body of the request in a way that causes the receiving server to process it
as a separate HTTP request, aka "HTTP Request Smuggling."

https://nvd.nist.gov/vuln/detail/cve-2005-2090

Management djaGDJGjfakj
response
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10. Insufficient Logging and Monitoring of Authentication Attempts

Risk Rating Medium
Category Security Logging and Monitoring Failures
Description The application fails to implement adequate logging and monitoring mechanisms for

authentication activities. Multiple failed login attempts can be performed without
triggering any alerts, account lockout, or defensive response. This indicates that login
attempts are either not properly logged or not actively monitored, allowing malicious
activities to go undetected.

Impact e Attackers can perform brute-force or credential stuffing attacks without
detection
e Delayed or no response to ongoing attacks
e Increased risk of account compromise
e Lack of forensic data for incident investigation

Recommendation 1. Implement detailed logging for all authentication attempts (successful and
failed)
2. Configure real-time monitoring and alerting for suspicious activities (e.g.,
multiple failed logins)
3. Integrate SIEM solutions for centralized monitoring.
4. Establish thresholds for triggering alerts and automated responses.
5. Regularly review logs and conduct security audits.

Finding Id

Target Date

Affected URLs

Evidences

Y Capture fiter: Capturing all items
'V View fiter: Showing all tems

Request A Status code Response received Error Timeout Lengt

NN NNNN N
ERERRERSR
hE&E s 1 &

ERER
8 3% )

LY

MO
CERRERO
LI ]

18
Highly Confidential


https://np-atci-uat.np.accenture.com/DIAGEO_KBL_V8_PHASE2/Default.aspx

APP PS Altro Mutual Dynamic Assessment Report

Management
response

djaGDJGjfakj

11. Multiple Sensitive Open Ports Exposing Internal Services

Risk Rating

Medium

Category

Security Misconfiguration

Description

The application server exposes multiple network ports (21, 22, 25, 80, 443, 8080, 8443,
3306) that are accessible externally. Several of these ports correspond to sensitive
services such as FTP (21), SSH (22), SMTP (25), Tomcat/Web services (8080, 8443), and
MySQL database (3306).

These services are exposed without proper access restrictions, increasing the attack
surface and indicating improper server hardening and configuration.

Impact

Unauthorized access to critical services (FTP, SSH, Database)
Potential database compromise via exposed MySQL port
Exposure of administrative interfaces (e.g., Tomcat on 8080/8443)
Increased risk of brute-force and service-specific attacks

Higher likelihood of exploitation of known vulnerabilities

Recommendation

SOV hAwWN =

Close all unnecessary and unused ports

Restrict access to sensitive services using firewall rules (IP allowlisting)
Disable publicly accessible database services (e.g., MySQL)

Secure administrative interfaces behind authentication and VPN
Regularly perform port scanning and service audits

Follow secure server hardening best practices

Finding Id

Target Date

Affected URLs

Evidences

Found 3 open ports (1 host)

[ 65.61.137.117

Port Number Protocol State Service Name

® 80 TCP open http
® 443 TCP open  https?
@ 8080 TCP open http

Highly Confidential
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Management
response

djaGDJGjfakj

12. Weak Session Management — Session ID Not Invalidated After Logout

Risk Rating Medium
Category Authentication Failures
Description The application does not properly invalidate user sessions upon logout. It was observed
that the same session identifier (JSESSIONID) remains valid even after the user logs out
and logs back in. This indicates that session tokens are not being regenerated or
invalidated, allowing reuse of existing sessions.
Impact e Session fixation attacks may be possible
e Unauthorized users can reuse old session IDs to gain access
e Increased risk of account compromise if session tokens are exposed
e Users may remain authenticated unintentionally
Recommendation 1. Invalidate session tokens immediately upon logout
2. Generate a new session ID upon successful login
3. Implement proper session lifecycle management
4. Use secure cookie attributes such as HttpOnly and Secure
5. Set appropriate session timeout and expiration policies
Finding Id
Target Date
Affected URLs
Evidences
Pretty Raw Hex
POST /deLegin HTTP/1.1
2 Hest: altoro.testfire._net
Cookie: JIESSIOWID=51ZCIFSELESELISSTIF2F4AC0SABDEC2E,; |
User-Agent: Mowsilla/5.0 (Windows OT 10.0; Winfd, xE£4;
Pretty Raw Hex
R
GET /bank/main.gsp HTTP/1.1
2 Hest: altoreo.testfire._net
Cookie: JSESSIONID=S51ZCZFSELESBLl18S5T7ZF2TAC0SABDEEZE; Al
User-Agent: Mosilla/S5.0 (Windows IOT 10.0; Winfd, x€4; =
Management djaGDJGjfakj
response
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13. Clickjacking Vulnerability due to Missing Frame Protection

Risk Rating

Medium

Category

Security Misconfiguration

Description

The application is vulnerable to Clickjacking as it allows its pages to be embedded
within an <iframe> on an external domain. This occurs due to the absence of
appropriate security headers such as X-Frame-Options or Content-Security-Policy.

A proof-of-concept HTML page was created that embeds the application inside an
iframe, successfully loading the target page. This confirms that the application does not
restrict framing and is susceptible to Ul redressing attacks.

Impact

e Attackers can trick users into clicking hidden or disguised elements
¢ Unauthorized actions can be performed on behalf of the user

e Potential compromise of sensitive operations (e.g., fund transfers)
e Increased risk of phishing and social engineering attacks

Recommendation

1. Implement X-Frame-Options header with values DENY or SAMEORIGIN

2. Use Content-Security-Policy with frame-ancestors 'none’ or trusted domains
only.

3. Ensure all sensitive pages are protected against framing

4. Perform regular security header audits

Finding Id

Target Date

Affected URLs

Evidences

v @ Clickjac<html> <head> <title>Cli X =~ =
C @ File C:/me/New%20Text%20Document.html
C@ Accenture Standard Links & 7 Accenture Standar.. 7 Accenture URLs

Website is vulnerable to clickjacking!

- a
Sign In
ﬁ@ , l
K= =
= ONLINE
PERSONAI SMALL BUSINESS
BANKING LOGIN
A Online Banking with FREE
© Depost Online Bill Pay
E;m‘ff‘ No stamps, envelopes, or checks
.
Lhecdng to write give you more time to
® Loan spend on the things you enjoy.
Products
* Cards

=
£
Services

SMALL BUSINESS
* Deposit :
rahicis line. You want to be informe:
« lending Real Estate Financing improve efficiency and contr
Services Fast. Simple. Professional. expenses. Now, you can do i
o Cords Whether you are preparing to - with a business credit card
* Insurance buy, build, purchase land, or account from Altoro Mutual.

* Retirement construct new space, let Altoro

« Investments — ‘
‘ . .
r Business Credit Cards
—_— You're always looking for wa

improve your company's bot

v

B 3

k test page
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Payload:

<html>

<head>

<title>Clickjac<html>

<head>

<title>Clickjack test page</title>

</head>

<body>

<p>Website is vulnerable to clickjacking!</p>
<iframe src="http://testfire.net/" width="500"
height="500"> </iframe>

</body>

</html>k test page</title>

</head>

<body>

<p>Website is vulnerable to clickjacking!</p>
<iframe src="http://testfire.net/" width="500"
height="500"> </iframe>

</body>

</html>
Management djaGDJGjfakj
response

74, Open Redirect via URL Parameter

Risk Rating -

Category Broken Access Control

Description The application accepts a user-controlled url parameter (e.g.,

/bank/customize jsp?url=...) and reflects or processes it without proper validation. This
allows an attacker to manipulate the parameter and redirect users to unintended or
potentially malicious destinations. The observed behavior shows that injected values
are processed and displayed, indicating insufficient validation or sanitization of redirect
inputs.

Impact Attackers can craft malicious links that appear to originate from a trusted domain,
leading users to phishing sites or malicious content. This can result in credential theft,
session hijacking, or malware distribution. It also damages user trust in the application.

Recommendation Validate and restrict redirect URLs to a predefined allowlist of trusted domains. Avoid
directly using user-supplied input for redirection. Implement proper input validation
and encode output where necessary. Additionally, use indirect references (e.g.,
mapping IDs to URLs) instead of exposing raw URLs in parameters.

Finding Id

Target Date

Affected URLs

Highly Confidential
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« > C @ &2 altoro.testfire.net/bank/customize jspZurl=https://www.google. com&lang=international HTTP/1.1 HTTP/1.1 B % @ 8 =
Sign Off | Contact Us | Feedback | Search Go

& MYACCOUNI ‘ PERSONAL ‘ SMALL BUSINESS | AINSIDE ALTORO MUTUAL
1 WANT 10 ... - -

ek et ey Customize Site Language

View Rs

« Transfer Funds Current it Languags ational HTTP/1.1 HTTP/1.1

« Search News Articles

= Customize Site Language You can change the language setting by choosing:
ADMINISTRATION ntenational boghsh

« Edit Users

Privacy Policy | Security Statement | Server Status Check | RESTAPI | © 2026 Altoro Mutual, Inc. This web application is open sourcel Gel your copy from Gittub and take advantage of advanced features
inologies, Ltd. for the sole purpos: ing the ef L produdts in eb application ebsite defects. This t a real banking si
nd/or websites are purely coin cde tal. This site i is” f this website. For
e go to https://www.hcl
Copyright © 2008, 2017, IBM Corporation, All rights reserved. Copyright © 2017, 2026, HCL Technologies, Ltd., All rights reserved.
@ www.google.com w
Gmail
+ | & &) CAIMode
Google Search I'm Feeling Lucky
Google offered in: fg=dl A1 Benrh TE Ul AUl w3 RIS e

15. Cross-Site Request Forgery (CSRF) in Login Functionality

Risk Rating
Category Broken Access Control
Description The application is vulnerable to Cross-Site Request Forgery (CSRF) in the /doLogin
endpoint. The login request does not include any anti-CSRF token or additional
validation mechanism to verify the authenticity of the request. As a result, an attacker
can craft a malicious request that forces a victim's browser to perform unintended login
actions without their consent.
Impact e Attackers can force users to log in as a different account (Login CSRF)
e May lead to session confusion or misuse of application functionality
e Can be used as a stepping stone for further attacks such as phishing
Recommendation 1. Implement anti-CSRF tokens for all state-changing requests
2. Validate CSRF tokens on the server side
3. Use SameSite cookie attributes (Strict or Lax)
4. Require re-authentication or additional verification for sensitive actions
Finding Id

Highly Confidential
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Target Date

Affected URLs

Evidences

Prewy Raw Hex
—

. POST /deLegin HTTP/1.1

2 Hest: altoro.testfire._net

2 Cookie: JSESSIONID=S1ZCZFSELESELl1857ZF2T4C0SABDEEZE; AltoroAccounts="0DAwD AwfklvenBvemP0ZX 41
! User-Agent: Mozilla/5.0 (Windows OT 10.0; Winf4, x&f4; rv:149_0) Gecko/Z0100101 Firefox/145.0
5 Accept: text/html,application/xhtmltxml,application/uml ;q=0.9,% *;q=0.8

£ Accept-Language: en-US,en;q=0.8
7 Accept-Encoding: gsip, deflate, bx
§ Content-Type: application/x-www-form-urlencoded
5 Content-Length: 27
Ozxigin: https://alteze.testfize.net
Refexex: https://altoro.testfize.net/login.jsp
2 Upgrade-Insecure-Requests: 1
2 Jec-Fetch-Dest: document
i Jec-Tetch-Mode: navigate
5 Sec-Tetch-Jite: same-origin
€ Sec-Tetch-Usex: 71
7 Priexity: w=0, i
3 Te: trailexs
5 Connection: keep-aliwve

nid=adminépassw=adminsbtniubmit=Login

Management
response
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16. Missing Security Headers Leadling to Increased Attack Surface

Risk Rating

Category

Security Misconfiguration

Description

The application is missing several important HTTP security headers that help protect

against common web attacks.
From the scan results:

e Missing Strict-Transport-Security (HSTS)

e Missing Content-Security-Policy (CSP)
¢ Missing X-Content-Type-Options

These headers are essential for enforcing browser-side security controls. Their absence
increases the risk of exploitation through client-side attacks.

Impact

e Increased risk of Man-in-the-Middle (MITM) attacks (no HSTS)
e Exposure to Cross-Site Scripting (XSS) (no CSP)

e MIME sniffing attacks (no X-Content-Type-Options)

e Overall weaker browser-side security posture

While not directly exploitable alone, these significantly amplify other attacks.

Recommendation

e Implement Security Headers

Strict-Transport-Security: max-age=31536000; includeSubDomains

Content-Security-Policy: default-src 'self'
X-Content-Type-Options: nosniff

Finding Id

Target Date
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Affected URLs

Evidences
Target IP:
Target tnal
Target - 8e
Plat g Unknown
x-content-t
permiss
rors and 6
Management djaGDJGjfakj
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6  Next Steps

Findings will have to be remediated within the Accenture Security remediation timelines. The BU security officer would
ensure remediation as per the agreed timelines. Accenture Security will document and track the progress within the
Archer eGRC system.

7  Vulnerability Remediation Timeline

The below remediation timeline is according to Accenture Security Standards.

Severity Level Severity Description

The exploitation of a "Critical/High" vulnerability could cause a significant
damage to the functionality of underlying system coupled with substantial
data loss/exposure to an unauthorized user. Such findings must be fixed in
less than 30 days.

Medium Medium severity bugs allow attackers to read or modify limited amounts of
information, or which are not harmful on their own but potentially harmful
when combined with other bugs. Such findings must be fixed within 90 days.
A wvulnerability caused by unnecessary services or services providing
information leakage which could be useful to an attacker to execute other
more sophisticated attacks. Such findings must be fixed within 180 days.
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